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Dear Global Azure Athens 
2023 sponsors, 
your support made all the 
difference — thank you!



20+ years of experience in IT

CIO for 14 Years at Vamvas Medicals (Vamvas Group)

Founder & CEO of BlackTrack Consulting

Founder & CEO of Hood Groove Management

www.blacktrack.gr fb.com/blacktrackbnt georgeblackman
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BSc, MSc, MCSA, Interoperability Influencer 

About me



www.blacktrack.gr fb.com/blacktrackbnt georgeblackman

About me

...and more

Autoexec.gr Admin & Azureheads.gr Member

Entrepreneur | Speaker  | Gamer | Pen-Test hobbyist | Hip Hop Enthusiast

Risk Management & Security Architect @ BNP Paribas Fortis 

Top 100 Leaders in Global Healthcare (IFAH 2019)

Outstanding Leadership Award (Health 2.0 2022)

Visionaries Award (Health 2.0 2022)

Microsoft Azure Solutions Architect

BSc, MSc, MCSA, Interoperability Influencer 



Agenda • Information protection vs security

• Know Your Data

• Know Your Environment

• Attacking Azure

• Security first
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Introduction





Data Protection and Compliance
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https://docs.microsoft.com/microsoft-365/security/office-365-security/office-365-atp
https://docs.microsoft.com/windows/security/threat-protection/windows-defender-atp/windows-defender-advanced-threat-protection
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The idea



Migrating? Step by step? Ok let’s attack each step



Why?



Verify Explicitly

Use least Privileged access

Assume breach



Migration – Digital Transformation

 Office 365

 Azure AD registered

 Network flows towards Azure

 Check Azure Access

 RBAC not configured properly
 Followed the on-premise access rights

 Portal access

 Azure PowerShell



PowerZure

PowerZure is a PowerShell project created to assess and exploit resources 

within Microsoft Azure. PowerZure was created out of the need for a framework 

that can both perform reconnaissance and exploitation of Azure, AzureAD, and 

the associated resources.

We imported PowerZure in Azure PowerShell. 



Attack on Hybrid

 Azure AD Connect

 Manipulate Admin Groups

 Azure AD Sync

 Access to Azure Resources

 Manipulate Azure RBAC
 Give access to uncommon Admin accounts



Azure Storage – Defender for Storage





Persistence



Security First

Consult a Security Architect in each step of the migration

Audit each step

Identify new risks

Always assume breach

Don’t follow the “On Premise” way of doing things

Digital Transformation goes along Security First



Actions

 Enabled Defender for Cloud

 Defender for Storage

 Privilege Identity Management

 Access Rights

 Reviewed RBAC

 Setup SENTINEL

Note: AI, Machine Learning, Behavioral Analysis



Retested the actions
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Common Attacks &

Common Azure Defense features



Identity attacks

 Brute Force

 MFA
 https://github.com/fin3ss3g0d/evilgophish

 Location 

 ENTRA

https://github.com/fin3ss3g0d/evilgophish














Data (M365)



VMs

Brute Force

Port Scanning

JIT

NSG

Defender

 Attacks  Services





Web Applications

Brute Force

DoS

SQL Injections

Front Door

Web Application 

Gateway

WAF

 Attacks  Services
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https://blackapp.azurewebsites.net/

- Burpsuite attack
- Sqlmap attack

Demo

https://blackapp.azurewebsites.net/






SOC

 Sentinel

Defender for Cloud

Microsoft 365 Defender
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Thank you ☺



A big thank you to our 
sponsors!

https://bit.ly/GA23Evaluation

Please evaluate !
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